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Wat is/Wat doet        

● Non-profit stichting – sinds 1999 – subsidies & donaties



  

Wat is/Wat doet        

● Missie:
Leveren van globaal erkende innovaties en 
expertise in die technologieën die een netwerk van 
netwerken maken tot een Open Internet voor allen.

● Doel:
– Ontwikkelen van Open Source software en

Open Standaarden ten behoeve van het Internet.



  

Wat is/Wat doet        
● Doel:

– Ontwikkelen van Open Source software en
Open Standaarden ten behoeve van het Internet.

● ldns
● Net::DNS
● Net::DNS::SEC

Research – Internet metingen – Sudenten projecten
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Tussle Spaces

   



  

Namespace op het internet
NCP (Network Control Program)

● December 1973
HOSTS.TXT (RFC 606)
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Namespace op het internet

● 1  januari  1983 NCP→IP/TCP
   flagday

● max 256→max 4.294.967.296 hosts

● november 1983 DNS (RFC 882)
   Domain Name System

● november 1987 STD13
  (RFC 1034 & RFC 1035)

● Niet alleen IP adressen (ook mail)
Paul Mockapetris - © CC BY-SA 4.0 by Oscured Eerste implementatie: https://www.hactrn.net/hacks/jeeves/

Elder of the Elder of the 

InternetInternet
Elder of the Elder of the 

InternetInternet

https://commons.wikimedia.org/wiki/File:Paul-mockapetris.jpg
https://www.hactrn.net/hacks/jeeves/


  

Domain Namespace - schaal

.nl

.

snow.nl

.com .org

nlnetlabs.nl ietf.org

●  13 root servers
in 12 organisaties

● 1532 tlds

● .com 141.000.000
    .nl     5.000.000



  

Caching
Recursive
Resolver nl

.

snow.nl

Authoritativeswww.snow.nl A

        nl 172300 NS ns1.dns.nl
ns1.dns.nl 172300 A  194.0.28.53

www.snow.nl A

       snow.nl 3600 NS ns1.transip.nl
ns1.transip.nl 3600 A  195.8.195.195

www.snow.nl A

www.snow.nl 300 CNAME snow.nl
    snow.nl 300 A     213.154.248.153

www.snow.nl A

Application

OS

Stub
getaddrinfo()

www.snow.nl 300 CNAME snow.nl
    snow.nl 300 A     213.154.248.153

Domain Name System - schaal
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Domain Name System - schaal
● UDP = Geen State op authoritatives

● Caching Recursive Resolvers:
– Verminderen load naar authoritatives
– Verminderen latency naar stub
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Domain Name System - security
● Random bits (65.536 query ID * source ports) &

Caching als security mechanisme
● DNS Security Extensions (DNSSEC)

1997 (RFC 2065) … 2008 (RFC 5155)

www.snow.nl 666666 A 1.6.6.6
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● Random bits (65.536 query ID * 64.512 source ports) & 
Caching als security mechanisme

● DNS Security Extensions (DNSSEC)
1997 (RFC 2065) … 2008 (RFC 5155)

www.snow.nl 666666 A 1.6.6.6

Domain Name System - security
TTL red je?!?

Dacht het niet...

Security Security 

PopstarPopstar
Security Security 

PopstarPopstar
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Recursive
Resolver nl

.

www.snow.nl
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Domain Name System - security

         snow.nl 666666 NS www.snow.nl
www.snow.nl 666666 A    1.6.6.6

qw
erasdf.snow

.nl A



  

Domain Name System - security

# Bits 50% kans 5% kans Methode

16 10 seconden 1 seconde Query ID

26 2,8 uur 17 minuten 1024 source poorten

34 28 dagen 2,8 dagen
Alle source poorten

+ 2 bits server selectie

44 288444 dagen 2844,4 dagen 0x20 hack



  

Domain Name System - security
● Hulp bij spoofen van DNS antwoorden

Security Security 
RockstarRockstar

Security Security 
RockstarRockstar
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● Hulp bij spoofen van DNS antwoorden

Security Security 
RockstarRockstar

Security Security 
RockstarRockstar

attacker ICMP frag needed  authoritative→



  

Domain Name System - security
● Hulp bij spoofen van DNS antwoorden

Security Security 
RockstarRockstar

Security Security 
RockstarRockstar

1e fragment
authoritative  resolver→

2e fragment
attacker  resolver→



  

Domain Name System - security

bits 50% kans 5% kans Methode

16 10 seconden 1 seconde Query ID

26 2,8 uur 17 minuten 1024 source poorten

2 0 seconden 0 seconden Alle source poorten
2 bits server selectie

44 288444 dagen 2844,4 dagen 0x20 hack

5 0 seconden 0 seconden IP ID



  

Domain Name System - security

bits 50% kans 5% kans Methode

16 10 seconden 1 seconde Query ID

26 2,8 uur 17 minuten 1024 source poorten

2 0 seconden 0 seconden Alle source poorten
2 bits server selectie

44 288444 dagen 2844,4 dagen 0x20 hack

5 0 seconden 0 seconden IP ID

69 2.928.370.544 jaar 2.928.370.544 jaar IPv6 /64 source adres



  

Domain Name System - security

Caching
Recursive
Resolver nl

.

snow.nl

Authoritativessnow.nl A

        nl 172300 NS ns1.dns.nl
ns1.dns.nl 172300 A  194.0.28.53

snow.nl A

       snow.nl 3600 NS ns1.transip.nl
ns1.transip.nl 3600 A  195.8.195.195

snow.nl A

snow.nl 300 A 213.154.248.153

snow.nl A

snow.nl 300 A 213.154.248.153

Application

OS

Stub
getaddrinfo()

Server
Vulnerability
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Spoofing
& MITM

Spoofing 
& MITM

● ‘t is niet alleen spoofing



  

MetafoorMetafoor

DNS Security Extensions (DNSSEC)

● end-to-end security bovenop DNS



  

Zones met gedistribueerde authority
Chain of trust volgt de delegaties

 
 DNSKEY Publieke sleutel
 DS Hash van DNSKEY .nl

.

snow.nl

.net .org

getdnsapi.net

    DNSKEY

    DNSKEY     DNSKEY     DNSKEY

.com DS .org DS

    DNSKEY

snow.nl DS✓

✓ ✓
.net DS✓

DNS Security Extensions (DNSSEC)
Chain of trust



  

DNS Security Extensions (DNSSEC)
Validatie

Validerende
Recursive
Resolver

nl

.

snow.nl

Authoritativessnow.nl A

nl NS
nl DS

     nl DNSKEY
snow.nl A

     nl DNSKEY
snow.nl NS
snow.nl DS

snow.nl DNSKEY
snow.nl A

snow.nl DNSKEY
snow.nl A

snow.nl A

snow.nl A

✓
Applicatie

OS

Stub
getaddrinfo()

Server
VulnerabilitySpoofing 

& MITM



  

DNS Security Extensions (DNSSEC)
end-to-end validatie

nl

.

snow.nl

Authoritativessnow.nl A

nl NS
nl DS

     nl DNSKEY
snow.nl A

     nl DNSKEY
snow.nl NS
snow.nl DS

snow.nl DNSKEY
snow.nl A

snow.nl DNSKEY
snow.nl A ✓

Applicatie

OS ✓os

snow.nl A

          snow.nl DNSKEY
          snow.nl A

DNSSEC-
Aware

Resolver



  

DNS Security Extensions (DNSSEC)
beschermt niet tegen MITM

Validation
Recursive
resolver

Authoritative
nl

Authoritative
.

Authoritative
Snow.nl

WebSrv
 

Browser
(application)

 

OS
 

stub http

sn
ow
.n
l 
A

→

213.154.248.153

←

21
3.
15
4.
24
8.
15
3



  

DNS Security Extensions (DNSSEC)
beschermt niet tegen MITM – TLS wel!

Validation
Recursive
resolver

Authoritative
nl

Authoritative
.

Authoritative
snow.nl

Browser
(application)

 

OS
 

stub https

sn
ow
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l 
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→
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←
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4.
24
8.
15
3

WebSrv
 



  

DNS Security Extensions (DNSSEC)
toch nodig voor DNS referrals

Validation
Recursive
resolver

Authoritative
nl

Authoritative
.

Authoritative
snow.nlsn

ow
.n
l 
MX

→

←

m
x3.snow.

nl

MTA
(application)

 

OS
 

stub
SMTP + STARTTLS

   mx3.snow.nl
mx
3.
sn
ow
.n
l 
A

→

MailSrv
 



  

● Transport Layer Security (TLS) gebruikt zowel 
asymmetrische als symmetrische cryptografie

● Een symmetrische sleutel wordt versleuteld verstuurd 
samen met de publieke sleutel van de andere kant

DNSSEC voor Applicaties
voor TLS

● Hoe wordt die publieke sleutel geverifieerd?



  

TLS zonder DNSSEC

● Door de Certificate Authorities 
in OS en/of browser

● Elke CA is gemachtigd in te 
staan voor elke domein naam

● Er zijn meer dan 1500 CAs
(in 2010, zie https://www.eff.org/observatory)

spotprent van Kloot



  

DANE

● DNS-based
Authentication of
Named
Entities (RFC 6698)

spotprent van Kloot



  

DANE

● DNS-based
Authentication of
Named
Entities (RFC 6698)



  

DNS Security Extensions (DNSSEC)
end-to-end validatie in de praktijk

             ?  ?
             ?  ?  ?

            ?  ? 
   ?  ?   ?

nl

.

snow.nl

Authoritatives

Applicatie

OSos

snow.nl A

          snow.nl A

Resolver

https://www.eff.org/observatory
https://klootindustries.com/kloot/cartoons/how-dane-works/


  

DNS Security Extensions (DNSSEC)
end-to-end validatie in de praktijk

             ?  ?
             ?  ?  ?

            ?  ? 
   ?  ?   ?

nl

.

snow.nl

Authoritatives

Applicatie

OSos

snow.nl A

          snow.nl A

Resolver

https://klootindustries.com/kloot/cartoons/how-dane-works/


  

DNS Security Extensions (DNSSEC)
end-to-end validatie in de praktijk

             ?  ?
             ?  ?  ?

            ?  ? 
   ?  ?   ?

Resolver

✓
nl

.

snow.nl

Authoritatives

nl NS
nl DS

                    nl DNSKEY
               snow.nl A

          nl DNSKEY
     snow.nl NS
     snow.nl DS

                snow.nl A
                snow.nl DNSKEY

Applicatie

OS

snow.nl A

          snow.nl DNSKEY
          snow.nl A ✓os

● Lage load op de authoritatives?
● Lage latency naar applicatie?
● Schaal?



  

DNS Security Extensions (DNSSEC)
consequentie van UDP erger met DNSSEC

BCP38?BCP38?BCP38?BCP38?



  

Privacy

PrivacyPrivacy

Folk SingerFolk Singer
PrivacyPrivacy

Folk SingerFolk Singer
Picture    © (CC BY 3.0) Laura Poitras

   maart 2011: I-D
  Privacy Considerations

   for Internet Protocols

      juni 2013 : Snowden Revelations
  Morecowbell

       juli 2013 : RFC6973
  Privacy Considerations
  for Internet Protocols

      mei 2014: RFC7258 
  Pervasive Monitoring
  is an Attack
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   maart 2011: I-D
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   for Internet Protocols
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Overal
Encryptie



  

Privacy

  

DNSSECDNSSEC

● NSA’s Morecowbell op DNS gebaseerde monitoring systeem Le
ak

y 
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Privacy issues met DNS

Caching
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Resolver nl
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www.snow.nl A
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https://cryptome.org/2015/01/nsa-morecowbell.htm


  

Privacy issues met DNS
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● Minimaliseer queries
● Minimaliseer data in queries

Overal
Encryptie

https://cryptome.org/2015/01/nsa-morecowbell.htm


  

Privacy issues met DNS
minimaliseer queries – local root

● RFC 7706 -
Running a Root Server 
Local to a Resolver

auth-zone:
name: "."
master: 199.9.14.201
master: 192.33.4.12
master: 199.7.91.13
master: 192.5.5.241
master: 192.112.36.4
master: 193.0.14.129
master: 192.0.47.132
master: 192.0.32.132
fallback-enabled: yes
for-downstream: no
for-upstream: yes

"unbound.conf"

https://www.tijd.be/politiek-economie/internationaal-algemeen/NSA-bespiedt-stiekem-duizenden-websites/9592261


  

Privacy issues met DNS
minimaliseer queries – local auth zone

● RFC 7706 -
Running a Root Server 
Local to a Resolver

● Kan ook voor andere 
authoritative servers

auth-zone:
name: "se"
master: zonedata.iis.se
zonefile: “se.zone”
fallback-enabled: yes
for-downstream: no

"unbound.conf"



  

Privacy issues met DNS
minimaliseer queries – aggressive NSEC
● RFC8198 -

Aggressive NSEC
$ dig @k.root-servers.net snow. +norec +dnssec

;; ->>HEADER<<- opcode: QUERY, rcode: NXDOMAIN, id:
;; flags: qr aa ; QUERY: 1, ANSWER: 0, AUTHORITY: 6
;; QUESTION SECTION:
;; snow. IN A

;; AUTHORITY SECTION:
sncf. 86400 IN NSEC so. NS DS RRSIG NSEC
sncf. 86400 IN RRSIG NSEC 8 1 86400 …

. 86400 IN NSEC aaa. NS SOA RRSIG NSEC DNSKEY

. 86400 IN RRSIG NSEC 8 0 86400 …

;; Query time: 2 msec



  

Privacy issues met DNS
minimaliseer queries – aggressive NSEC
● RFC8198 -

Aggressive NSEC
$ dig @k.root-servers.net snow. +norec +dnssec

;; ->>HEADER<<- opcode: QUERY, rcode: NXDOMAIN, id:
;; flags: qr aa ; QUERY: 1, ANSWER: 0, AUTHORITY: 6
;; QUESTION SECTION:
;; snow. IN A

;; AUTHORITY SECTION:
sncf. 86400 IN NSEC so. NS DS RRSIG NSEC
sncf. 86400 IN RRSIG NSEC 8 1 86400 …

. 86400 IN NSEC aaa. NS SOA RRSIG NSEC DNSKEY

. 86400 IN RRSIG NSEC 8 0 86400 …

;; Query time: 2 msec



  

Privacy issues met DNS
minimaliseer queries – aggressive NSEC
● RFC8198 -

Aggressive NSEC
server:

aggressive-nsec: yes

"unbound.conf"



  

Privacy issues met DNS
minimaliseer queries – serve stale

● draft-ietf-dnsop-serve-stale

● Privacy aspect en/of 
Performance aspect

server:
serve-expired: yes
serve-expired-ttl: 300
serve-expired-ttl-reset: yes

"unbound.conf"



  

Privacy issues met DNS
minimaliseer data in queries – ECS

● RFC7871 -
EDNS Client Subnet
(anti privacy!)

Caching
Recursive
Resolver nl

.

snow.nl

Authoritativeswww.snow.nl A

        nl 172300 NS ns1.dns.nl
ns1.dns.nl 172300 A  194.0.28.53

www.snow.nl A

       snow.nl 3600 NS ns1.transip.nl
ns1.transip.nl 3600 A  195.8.195.195

www.snow.nl A

www.snow.nl 300 CNAME snow.nl
    snow.nl 300 A     213.154.248.153

www.snow.nl A

Application

OS

Stub
getaddrinfo()

www.snow.nl 300 CNAME snow.nl
    snow.nl 300 A     213.154.248.153



  

Privacy issues met DNS
minimaliseer data in queries – ECS

● RFC7871 -
EDNS Client Subnet
(anti privacy!) 53

DNSThought



  

Privacy issues met DNS
minimaliseer data in queries – ECS priv.
● RFC7871 -

EDNS Client Subnet
sectie 7.1.2:
“ A SOURCE PREFIX-LENGTH value
  of 0 means that the Recursive
  Resolver MUST NOT add the 
  client's address information 
  to its queries. ”

●  respecteert dit
● Google respecteert dit
● OpenDNS respecteert dit niet

# EDNS0 option for ECS client privacy
# as described in Section 7.1.2 of
# https://tools.ietf.org/html/rfc7871

edns_client_subnet_private : 1

"stubby.yml"

https://tools.ietf.org/html/draft-ietf-dnsop-serve-stale/


  

Privacy issues met DNS
minimaliseer data in queries – qname min

● Zonder RFC7816 -
DNS Query Name 
Minimisation
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Privacy issues met DNS
minimaliseer data in queries – qname min

● Met RFC7816 -
DNS Query Name 
Minimisation
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https://dnsthought.nlnetlabs.nl/does_ecs/#top_auth_asns
https://dnsthought.nlnetlabs.nl/


  

Privacy issues met DNS
minimaliseer data in queries – qname min

● RFC7816 -
DNS Query Name 
Minimisation

server:
qname-minimisation: yes
qname-minimisation-strict: no

"unbound.conf"



  

53

Privacy issues met DNS
minimaliseer data in queries – qname min

● RFC7816 - DNS Query Name Minimisation
with 1790 probes

ITHI: 20.6% gemeten op de root

DNSThought



  

Privacy issues met DNS
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minimaliseer (data in) queries
MITM, s

Eavesdroppers

Overal
Encryptie
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Privacy issues met DNS
DNS over TLS (DoT)

Overal
Encryptie

● RFC7858



  

DNSSEC
Recursive
resolver

Authoritative
nl

Authoritative
.

Authoritative
getdnsapi.net

WebSrv
 

Browser
(application)

 

OS
 

stub

https

snow.nl 
A →

←  213.154
.248.15

3

_853._tcp.getdnsapi.net TLSA     
getdnsapi.net DNSKEY DS

net DNSKEY DS
. DNSKEY   

Authoritative
snow.nl

RRSIGs

_853._tcp.getdnsapi.net TLSA     
getdnsapi.net DNSKEY DS

net DNSKEY DS
. DNSKEY   

RRSIGs

Privacy issues met DNS
DNS over TLS (DoT)

Overal
Encryptie

● RFC8310

https://ithi.privateoctopus.com/graph-m3.html
https://dnsthought.nlnetlabs.nl/does_ecs/#top_auth_asns
https://dnsthought.nlnetlabs.nl/


  

Privacy issues met DNS
DNS over TLS (DoT)

Overal
Encryptie

round_robin_upstreams: 1

upstream_recursive_servers:
## Quad 9
  - address_data: 9.9.9.9
    tls_auth_name: "dns.quad9.net"
## Cloudflare
  - address_data: 1.1.1.1
    tls_auth_name: "cloudflare-dns.com"
## Google
  - address_data: 8.8.8.8
   tls_auth_name: "dns.google"

"stubby.yml"

server:
tls-service-key: "privkey.pem"
tls-service-pem: "fullchain.pem"
tls-port: 853

"unbound.conf"
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Privacy issues met DNS
DNS over HTTPS (DoH)

Overal
Encryptie

Local
Network
resolver

Authoritative
nl

Authoritative
.

Authoritative
snow.nl

Browser
(application)

 

OS
 

stub

snow
.nl 

A →

213.154.248.153

WebSrv
 

DoH
 

https

← 21
3.15

4.24
8.15

3

● RFC8484
● + Onmogelijk te

detecteren/blokkeren

● Wie stuurt / configureert /
       gebruikt / bepaalt DoH?
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